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Abstract 

Artificial intelligence (AI) has become an important part of digital payment systems, supporting fraud 

detection, transaction monitoring, risk assessment and customer support. AI-enabled payments can provide 

speed, convenience and additional security, but consumers may also be concerned about privacy, data 

protection and financial risk. This paper examines how perceived security, privacy concerns and perceived 

risk influence consumer trust and the adoption of AI-enabled digital payments. It develops a conceptual 

framework in which security perceptions are associated with trust, while privacy concerns and perceived 

risk may influence adoption and continued use, and it proposes a survey-based methodology and 

measurement constructs for empirical testing. The paper also highlights transparent data practices, effective 

security mechanisms, consumer awareness and grievance redressal as important areas for building 

confidence in AI-enabled digital payments. 
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1. Introduction 

Digital payments have become an important part 

of modern commerce (National Payments Corpora-

tion of India [NPCI], n.d.; Reserve Bank of India, 

2025). Consumers can transfer money, purchase 

goods and services, pay bills and manage financial 

activities through mobile applications, online bank-

ing, cards and other electronic payment platforms, 

and smartphones and internet connectivity have 

made these services convenient and accessible. AI 

is increasingly used within payment ecosystems to 

identify unusual transaction patterns, detect possi-

ble fraud, monitor anomalies and support risk as-

sessment, analysing large volumes of transactions 

and helping payment providers respond to suspi-

cious activities. 

However, technology alone does not determine 

whether consumers will use a payment service. 

Consumers consider whether their money is safe, 

whether personal information is protected and 

whether problems can be resolved effectively, and 

concerns about unauthorised transactions, misuse of 

information, technical failures and cyber threats 

create perceived risk. Consumer trust is therefore 

important for understanding adoption. This paper 

focuses on perceived security, privacy concerns, 

perceived risk and trust as factors connected with 

the adoption and continued use of AI-enabled digi-

tal payments. 

2. Statement of the Problem 

The use of AI in digital payment systems creates 

opportunities for stronger fraud detection and trans-

action monitoring. At the same time, consumers 

may not fully understand how AI systems use their 

information or make automated decisions, which 

creates uncertainty about data collection, privacy, 

security and accountability. A consumer may rec-

ognise the convenience of digital payments while 

still being concerned about financial loss, unauthor-

ised access or misuse of personal information, and 

such concerns can affect confidence in the payment 

provider and the intention to adopt or continue us-

ing digital payment services. The issue is therefore 
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not only technological but also involves consumers’ 

perceptions of security, privacy and risk. This study 

addresses the need for a conceptual understanding 

of how these perceptions and consumer trust are re-

lated to the adoption of AI-enabled digital payments. 

3. Objectives of the Study 

1. To examine consumer awareness and usage 

of AI-enabled digital payment services. 

2. To study the influence of perceived security, 

privacy concerns and perceived risk on con-

sumer trust and adoption intention. 

3. To examine whether consumer trust is asso-

ciated with the intention to continue using digital 

payment services. 

4. To identify practices that can improve trust, 

security awareness and the responsible use of AI 

in digital payments. 

4. Review of Literature 

Gupta et al. (2023) examined perceived risks, 

perceived benefits, trust and willingness to adopt 

the digital rupee in India. Their study considered fi-

nancial, regulatory, security, privacy and opera-

tional risks and reported that risk factors are rele-

vant to the willingness to adopt a central bank digi-

tal currency, with trust playing a mediating role. A 

2024 study of Indian women using mobile payment 

services examined risk perception, trust, satisfac-

tion and continuance intention; financial and perfor-

mance risks were negatively associated with 

satisfaction and trust, while trust and satisfaction 

were related to continued use (“Financial Equality 

through Technology,” 2024). Aljaradat and Shukla 

(2026) studied cybersecurity and trust formation in 

digital payment use behaviour in North India, con-

sidering perceived cybersecurity risk, trust, perfor-

mance expectancy, effort expectancy, social influ-

ence and grievance redressal, and showed the rele-

vance of cybersecurity concerns and service support. 

Ofosu-Ampong et al. (2026) examined AI-enabled 

security features and trust in digital payment sys-

tems, considering transaction procedures and tech-

nical safeguards such as real-time fraud detection, 

anomaly monitoring and biometric authentication, 

thereby providing evidence for studying security 

perceptions and trust in AI-supported payments. 

5. Conceptual Framework 

The proposed framework connects perceived se-

curity, privacy concern and perceived risk with con-

sumer trust and adoption intention (Figure 1). Con-

sumer trust is positioned as the central factor be-

tween these perceptions and adoption intention: 

when consumers believe that payment providers use 

appropriate security mechanisms and handle infor-

mation responsibly, trust may be strengthened, 

whereas strong privacy concerns or perceived risks 

may reduce confidence. Adoption intention repre-

sents the willingness to use or continue using AI-

enabled digital payment services. 

Perceived Security, Privacy Concern and Perceived Risk 

↓ 

Consumer Trust 

↓ 

Adoption and Continued-Use Intention 

Figure 1. Proposed Conceptual Framework 

5.1 Perceived Security 

Perceived security refers to the consumer’s belief 

that a digital payment system can protect transac-

tions, financial information and personal data from 

unauthorised access or misuse. It is important be-

cause digital payments involve the transfer of 

financial value through electronic systems. AI sup-

ports payment security through automated monitor-

ing of transaction patterns, identifying unusual be-

haviour, flagging suspicious transactions and sup-

porting fraud detection, while real-time monitoring 

helps providers respond to potentially risky 
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activities. Consumers also consider authentication 

methods, transaction alerts and platform reliability 

when forming security perceptions, and clear com-

munication about security features helps them un-

derstand how transactions are protected. The pres-

ence of AI does not automatically create trust, how-

ever; consumers may still require information about 

security practices, blocked transactions and com-

plaint handling, so effective security involves both 

technical protection and consumer confidence. 

5.2 Privacy Concerns 

Digital payment transactions generate infor-

mation that may include transaction details, account 

information, device information and other personal 

data, and consumers may be concerned about how 

payment providers collect, store, process and share 

it. While data-driven security supports fraud pre-

vention, consumers want to know why information 

is collected and how it is protected, and lack of clar-

ity increases privacy concerns. Transparent privacy 

notices that explain the purpose of data collection, 

the types of information involved, security 

measures and available controls in clear language 

help consumers understand data practices. A pay-

ment system may be technically secure, yet con-

sumers may still hesitate if they believe personal in-

formation is handled without sufficient transpar-

ency. 

5.3 Perceived Risk 

Perceived risk refers to the uncertainty or possi-

ble loss that consumers associate with a digital pay-

ment transaction. Financial risk arises when con-

sumers fear that money could be transferred without 

authorisation or that recovery after fraud may be 

difficult; privacy risk arises from uncertainty about 

the collection or use of personal information; and 

technical risk involves failed transactions or system 

interruptions. Higher perceived risk may reduce 

confidence and the willingness to adopt or continue 

using digital payments. AI-enabled monitoring, 

strong authentication, transaction alerts and acces-

sible grievance redressal can help address these 

risks, and consumer awareness is also important so 

that users can recognise suspicious links, fraudulent 

requests and unauthorised communication. 

5.4 Consumer Trust 

Consumer trust is the confidence that a consumer 

places in a digital payment provider, system or plat-

form. It develops when consumers believe that 

transactions will be processed reliably, financial in-

formation will be protected and problems will be 

handled responsibly. Because consumers cannot 

physically observe the digital transaction process, 

they depend on the platform, its security mecha-

nisms and the service provider, so reliability and 

transparency influence confidence. AI-enabled se-

curity features may contribute to trust when they are 

perceived as effective and understandable, whereas 

uncertainty about automated decision-making or 

data use may create additional concerns. Clear com-

munication about AI practices and grievance proce-

dures supports trust formation, and consumers who 

trust a provider are more comfortable using its ser-

vices repeatedly. Trust is therefore the central factor 

connecting security, privacy and risk with adoption 

intention. 

5.5 AI-Enabled Security Features and Adoption 

AI supports digital payment security through sev-

eral mechanisms: fraud-detection systems analyse 

transaction patterns and identify activity that differs 

from expected behaviour, anomaly monitoring flags 

unusual transactions for additional verification, and 

biometric authentication adds a further layer of 

identity verification (Ofosu-Ampong et al., 2026). 

Adoption, however, depends on more than the 

availability of technology. Consumers consider 

whether security procedures are convenient, 

whether alerts are understandable and whether gen-

uine transactions are unnecessarily interrupted, so a 

balance between protection and usability shapes the 

user experience. Responsible AI use also requires 

appropriate governance, data protection, human 

oversight and accessible channels for resolving pay-

ment problems, so that technological security and 

consumer confidence develop together. 

6. Proposed Research Methodology 

The study is proposed as a descriptive and ana-

lytical study of users of digital payment services. 

The population includes individuals who use UPI, 

mobile banking, cards or other digital payment ser-

vices in India, and a convenience or purposive 
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sample of approximately 200–300 respondents may 

be considered; the final sample size should be re-

ported after data collection. Primary data may be 

collected through a structured questionnaire, with 

voluntary participation and respondents informed 

of the academic purpose of the study. Frequency 

and percentage analysis may describe respondent 

characteristics and usage patterns, mean and stand-

ard deviation may summarise construct scores, 

Cronbach’s alpha may assess internal consistency, 

and correlation and multiple regression may exam-

ine relationships among perceived security, privacy 

concern, perceived risk, trust and adoption intention; 

mediation analysis may be used where appropriate. 

The suggested questionnaire constructs, measured 

on a five-point Likert scale from strongly disagree 

to strongly agree, are listed in Table 1. 

Table 1. Suggested Questionnaire Constructs and Sample Items 

Construct Sample items 

Perceived security AI-based fraud detection makes digital payments feel safer. I believe security mechanisms can 

detect suspicious transactions. 

Privacy concern I am concerned about how payment applications collect and use my personal data. I worry 

about unauthorised access to payment information. 

Perceived risk I am concerned about financial loss from digital payment fraud. I worry that technical problems 

may affect my transactions. 

Consumer trust I trust digital payment providers to protect my financial information. I believe payment provid-

ers will act responsibly when problems occur. 

Adoption intention I intend to continue using digital payments. I would use AI-enabled payment features when 

available. I would recommend trusted digital payment services to others. 

Source: Developed by the author 

7. Practical Implications 

Payment providers can communicate the purpose 

and limitations of AI-based fraud detection in clear 

language and design security alerts and authentica-

tion procedures that provide protection without un-

necessary confusion. Privacy notices can explain 

what information is collected, why it is used and 

how it is protected. Accessible grievance redressal 

is also important: consumers should know how to 

report unauthorised transactions, technical prob-

lems and suspected fraud. Consumer education can 

include guidance on suspicious links, OTP and PIN 

protection, impersonation scams and safe reporting 

procedures. 

8. Limitations and Future Research 

The present paper is conceptual and does not 

claim original survey findings; no respondent num-

bers, percentages or statistical results are presented 

because primary data have not been collected. 

Future studies can test the framework empirically 

and compare consumers across age groups, educa-

tion levels, locations and levels of digital payment 

experience. 

9. Conclusion 

AI can contribute to fraud detection, anomaly 

monitoring and transaction security, but consumer 

adoption of digital payments also depends on per-

ceptions of security, privacy and risk. The proposed 

framework places consumer trust at the centre of 

these relationships, and empirical testing can pro-

vide further evidence on the factors shaping the 

adoption and continued use of AI-enabled digital 

payments. 
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